
IoT toys, scary but real 
Jokin Guevara 



“It’s interactive, so if someone hacks 
into the server they could technically 
take over and ask questions like ‘Where 
do you live?’ or ‘Is anybody home?’” 
Kelly tells The Daily Beast.  
 
 

“You’re not dealing with competent adults, 
you’re dealing with vulnerable little kids.” 
 
Anyone else with the know-how, can hack 
into Cayla's system to modify commands 
and CHANGE her responses to questions. 





➢ 6.4 million children profiles breached 

➢ 4.8 million parent accounts 

➢ + Names, emails & passwords.  

➢ + Secret questions & answers, customers IPs & download histories. 

















Our childhood toys & it’s 
most feared enemies 



Specs: 
 
Product Name: I-SPY Mini 
Battery: Li-ion 3.7V / 450mAh (included) 
Charging time: 120 min approx. 
Working time: 20 min approx. 
Work Distance: 15m approx. 
Camera: 0.3MP 
Remote Control Type: Wireless Wifi remote control 
Remote controlling terminal: iPhone / iPad / iPod 
Function: Go forwards, backwards, turn left, turn right, left rotation and right 
rotation 
Suitable ages: Above 8 Years old 
Item dimensions: 12 * 10 * 6cm 
Item weight: 166g 



1. Turn on device 
2. Explore WiFi networks 
3. Found the device broadcasting signal 
4. There’s no instruction for WiFi config 
5. So it remains with it’s default SSID 



1. Downloaded the app on 2 devices 
2. Tried to connect to the tank 

simultaneously 
3. Got full image broadcast on both 
4. Got full control on the last device 

connected 
5. There are no restrictions on multiple 

connections. 



Plugging VLC to the video broadcast 



1. Get the app from Play Store 
2. Bridge phone and extract app 
3. Decompile 
4. Look for hardcoded data 
5. BINGO 





After the credentials bit, the app source code 
show’s us an interesting URL ... 
… and off we go!! 



Getting to know what’s 
the CPU like 

Listing processes 



PS shows port 8150 
binded to a process 
 

nmap double check 



Checking what we can send to 
that port, and it turns out that 
I can actually move the tank 

And here some moves: 
● 10 → Left track stop 
● 11 → Left track forward 
● 12 → Left track backward 
● 20 → Right track stop 
● 21 → Right track forward 
● 22 → Right track backward 
● 30 → Camera stop 
● 31 → Camera raise 
● 32 → Camera lower 
 



Checking things under the hood. 







Through Home Network 
1. Detect HC wifi 
2. Get to the home network 
3. Drive the tank through  
4. Access tank FTP and have fun. 

 

Through Malicious App 
1. Write a malicious app with 

plenty of permissions 
2. Track users who have HC 
3. Geolocate them 
4. Update your app to remotely 

manage the iSpy Mini 
 

 

Possible Attack Vectors 



Simple steps 
1. Read the manual 
2. Get to the device configs 
3. Change the SSID and password 
4. Hide the SSID so as it is not easy 

to spot it out 
 

Advanced steps 
1. Decompile the mobile app 
2. Change the credentials 
3. Recompile and load to 

mobile device 
4. Change credentials on the 

tank’s web server 
 

 

Take Away: with IoT, watch for your kids  

Special thanks to @KenMunroShow for his support on making this public 


